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1 ABOUT

This document describes the configuration tool version 1.5.0 for YSoft USB Card Readers v2/v3

() YSoft Card Reader Tool - o

v <> RELOAD READERS

[m] Serial number PN Reader Protocol USB mode Sound Debug FW version Service FW ver, HW version

Configuration
[0  SQUB302KOILDUOE  B-074 Reader 3 MFX 1220-LFUIN+HFUIN  Keyboard Enabled Disabled 27.0usb 1.0.10svcusb 302 @ DETAIL

Reading test [0  SQUB3D2KOILDUZE  B-076 MFX Mobile Reader 1220~ LFUIN + HFUIN  Keyboard Enabled Disabled 2.7.0usb 10.10svcusb 302 @ DETAIL

vanced configuration

= Card testing

2 readers detected

The tool consists of the following parts:
Configuration

+ Alist of connected readers with basic details

+ Operations on one or multiple selected readers
- Configure readers (Custom configuration, Reader protocol, USB mode, Debug setting, etc.)
- Update main firmware
+ Update service firmware

+ Show full reader details

+ Download reader log

Reading test

+ A list of connected readers with the last read card number and card type
+ Save read logs as a text file

Advanced Configuration

+ A list of connected readers with the last read of YSoft Configuration Card label
+ Format compatible cards as YSoft Configuration Card

Y SOFT The YSoft Card Reader Tool



- Define the configuration content for Configuration Card (import existing configuration, define
custom configuration, reader protocol, device configuration, card label, etc.)

+ Custom configuration can be:
+ Loaded from a text file
+ Manually defined
+ Reused from predefined protocols
- Repeatedly evaluated and tested on connected readers
+ Stored to connected readers
- Write the configuration to Configuration Card or export to disk

Advanced configuration is intended for advanced users/experts only and is described in a
separate document.

Card testing

+ Card testing wizard for card type identification

Y SOFT The YSoft Card Reader Tool 5



2 COMMAND LINE PARAMETERS OVERVIEW

(=) Card Reader Tool ? x
Usage:
Card_Reader_Tool.exe [options]
Options:
-h --help Show this help
-1 --log Enable logging

Y SOFT The YSoft Card Reader Tool



3 CONFIGURATION PAGE OVERVIEW

(&) ¥soft Card Reader Tool - o X
v » RELOAD READERS
L J
[0  Serial number PN Reader Protocol USB mode Sound Debug FW version Senvice FW ver. HW version
Configuration
a SQUB302K01LDUOE B-074 Reader 3 MFX 1220- LFUIN + HF UIN Keyboard Enabled Disabled 27.0usb 1.0.10svcusb 302 @ DETAIL
Reading test [0  SQUB30ZKOILDU2E  B-076 MFX Mobile Reader 1220~ LFUIN+HFUIN  Keyboard Enabled Disabled 27.0usb 1.0.10svcusb 302 @ DETAIL
% Advanced configuration
% Cardtesting
2 readers detected
3.1 1. CONNECTED CARD READERS
O ‘Serial number PN Reader Protocol USB mode Sound Debug FW version Service FW ver. HW version
O SQUB302Y002769E B-065 Reader 3 MF+ 1220 - LFUIN + HF UIN KM Disabled Disabled 2.212usb 1.09svcusb 3.02 @ DETAIL
O SQUB302Y00A7FBE B-047 Reader 3 Multi 1SO 44 - Multi ISO UIN Keyboard Enabled Disabled 2.2.12usb 1.0.8svcusb 3.02 @ DETAIL

The table is sortable. Sort by the desired column by clicking its header.

Operations are performed on selected readers. Select them by clicking the select checkbox, or

anywhere on the line (except the detail button).

The checkbox at the upper left-hand side acts as Select/Deselect all
3.2 2. RELOAD READERS (F5)
Refresh the list of connected readers using the Reload readers button.

3.3 3. CONFIGURE SELECTED CARD READERS

Open the configuration dialog for the selected card readers using the Configure button. Card

Reader Configuration.

Y SOFT The YSoft Card Reader Tool




3.4 4. UPDATE FIRMWARE ON SELECTED CARD READERS
Open the update firmware dialog for the selected card readers using the Update FW button.
3.4.1 FIRMWARE UPDATE

Click Browse, then select the latest firmware package and click Update.

Another possibility is to click the button with the name of the embedded firmware. The embedded
firmware file name appears as the selected file.

) Update FW (1)

Firmware file

Mo file selected.

usb2-2.7.0.fw

CANCEL

@ Starting with firmware 2.3.0, it is necessary to manually update the service firmware of
the USB reader at least to version 1.0.9

With any older versions, 2.3.0 and newer firmware will not be recognized as valid
firmware.

3.5 5. UPDATE SERVICE FIRMWARE ON SELECTED CARD READERS

Open the service update firmware dialog for the selected card readers using the Update Service
FW button.

3.5.1 SERVICE FIRMWARE UPDATE

Click Browse, then select the latest service firmware package.

Another possibility is to click the button with the name of the embedded service firmware. The
embedded firmware file name appears as the selected file.

Then click Update. Do not disconnect USB card readers during the update procedure!

Y SOFT The YSoft Card Reader Tool 8



e Update Service FW (2]

Service firmware file

Mo file selected.

usbZ_service-1.0.10.fw

WARNING: Do not disconnect USB readers
during the service firmware update.

CANCEL

3.6 6. CARD READER DETAIL

Show the card reader detail page using the Detail button:

Y SOFT The YSoft Card Reader Tool



Reader details

SB
SQUB:
2.5.0usb

1.0.10svcusb

oK

Keyboard

| ms press, 1 ms release
0-Numpad

76

0

Disabled

Disabled

Enabled

sb keyboard class)

Wed Mar 22 15:44:16 2017

1220 -LF UIN + HF UIN

01000701

FriAug 23 11:49:03 2019
Not applicable

It Copy to Clipboard X Save to File X Download log

3.6.1 COPY TO CLIPBOARD

Copy the reader details to the clipboard or to a text file.
3.6.2 SAVE TO FILE

Save reader details to a text file.

3.6.3 DOWNLOAD LOG

Download logs from the card reader and save to a text file. If the log file is empty, then check if
debug mode is correctly set in the configuration.

Y SOFT The YSoft Card Reader Tool 10



4 CARD READER CONFIGURATION

@ Configure readers (2)

Configuration options

Keep current protocol j
USB mode
Keep current settings j

(m] Enable sound

Debug mode
Keep current settings j

Warning: Debug mode causes a wear-out of the internal flash memory!

(m] Disable further usage of Configuration Cards

O Reset to defaults CONFIGURE CAMCEL

4.1 CONFIGURATION OPTIONS

Configuration options

-

Keep current protocol

Keep current protocol

Select availahle protocol
Manually input protocol number
Upload custom configuration

Y SOFT The YSoft Card Reader Tool



4.1.1 KEEP CURRENT PROTOCOL
Do not change the configured protocol or custom configuration.
4.1.2 SELECT AVAILABLE PROTOCOL

Select a protocol from the list of available protocols.

When you configure more than one type of card reader at once, this mode is not available. You
can set the protocol number manually.

Available protocol

1220 - LF UIN + HF UIN <

105 - HF UIN only ~
106 - HF UIN only rev. endian

1500 - HF UIN only continuous

1518 -15014443A UIN only

125 - EMA000 compat.+ HID Prox + HF UIN

00 - EM4000 compat.+ HF UIN

04 - EM4000 compat. + HF UIN cont.

118 - EMA000 compat.+ 1507144434 UIN

91 - Proxlite/Casi-Rusco + HF UIN

92 - Paradox/PosiProx + HF UIN v

4.1.3 MANUALLY INPUT PROTOCOL NUMBER
Manually set the protocol number.

4.1.4 UPLOAD CUSTOM CONFIGURATION
Upload a binary file with the custom configuration.
4.2 USB MODE

Change the mode of the USB interface.

USE mode

Keep current setting -

Keep current setting

USB keyboard emulation
USB virtual serial (COM) port
USB reader for KM MFP

USB reader for Sharp MFP
USB reader for HP MFP

Y SOFT The YSoft Card Reader Tool 12



4.2.1 KEEP CURRENT SETTING
Do not change the USB mode.
4.2.2 USB KEYBOARD EMULATION

In this mode, the USB reader works as a standard USB keyboard.

The typing of keys is emulated as a numeric keypad for 0-9 and A-F keys in standard EN/US
keyboard layout. If the card number contains any other characters, they are ignored. Caps-lock and
Num-lock are enabled and disabled if necessary and returned to their previous state after the card
number is read. The "Shift', "Ctrl", and "Alt" keys must not be held during card placement, or it will
collide with Caps-lock and Num-lock settings, and an incorrect card number will be read. If an
international keyboard layout is used (such as French, Russian, Chinese, or another), & wrong card
number will be entered. In such cases, switching to US/EN keyboard layout is necessary before
placing the card.

USE mode

USB keyboard emulation j

Keyboard parameters

0  msec key pressed 0 | msec key released

Parameters:
+ msec key pressed
+ msec key released

4.2.3 USB VIRTUAL SERIAL (COM) PORT

This mode emulates the operation of a COM port.

On a Windows platform, installation of the USB reader in this mode requires a usb2-reader.inf file.
This file is distributed along with the USB reader firmware and should be selected in the 'new
hardware" wizard after USB reader plugging/reconfiguration.

On a Linux platform, the driver for the serial port is installed automatically.

4.2.4 USB READER FOR KONICA MINOLTA MFD

This mode is for Konica Minolta (KM) MFDs.

Y SOFT The YSoft Card Reader Tool 13



USE mode

USE reader for KM MFP j

K mode

0-Legacy

1-AUZ207

KM mode
+ Legacy — ASCIl mode
+ AU201 - binary mode

4.2.5 USB READER FOR SHARP MFD

This mode is for Sharp MFDs.

4.2.6 USB READER FOR HP MFD

This mode is for HP MFDs. It is not supported on USB v2 card readers.
4.2.7 USB READER IN HID RAW MODE

This mode is intended for special cases.

4.3 ENABLE SOUND
4.3.1 VALUES:

. Enable sound _ graple Sound

. LIEnablesound  pigapie sound

[=] Enable sound g not change sound configuration
4.4 DEBUG MODE

Debug mode

Keep current setting v

Keep current setting

Disabled
Warnings only

Full log

Y SOFT The YSoft Card Reader Tool
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4.4.1 VALUES:

+ Keep current setting — do not change the logging configuration
+ Disabled — logging is disabled

« Warnings only — only log warning messages

+ Full log — debug logging.

& Debug logging causes a wear-out of the internal flash memory. For short-term use only.

The log is a 32Kb circular buffer with 10k erase cycles. Card reader operation with worn-
out flash memory has not been verified.

4.5 DISABLE FURTHER USAGE OF CONFIGURATION CARDS

4.5.1 VALUES:

Disable further usage of Configuration Cards _ pjsaple further usage of Configuration Cards
[ Disable further usage of Configuration Cards _ gnaple further usage of Configuration Cards

(w] Disable further usage of Configuration Cards _ g ot change the configuration setting
4.6 RESET TO DEFAULTS
4.6.1 VALUES:

[1 Resettodefaults - Do not perform configuration reset

Resetto defaults . perform configuration reset to manufacturing defaults (Could not be
combined with other options)

Y SOFT The YSoft Card Reader Tool 15



9 READING TEST

In this section, you can test the reading of your card readers and save testing results to a
file. Multiple card readers can be tested at once.

When the status of the card reader is OK, you can start placing cards on the card reader.

{5 YSoft Card Reader Tool - m] X
v > RELOAD READERS SAVE READ LOGS
Status Serial number Reader Protocol Card number Card type
Configuration
oK SQUB302KDILDUOE  Reader 3 MFX 1220- LFUIN + HF UIN
Reading test oK SQUB30ZKOTLDUZE  MFX Mobile Reader  1220-LFUIN+HFUIN  047CTATAAE2780 1S0 144434

% Advanced configuration

&2 Cardtesting

2 detected readers

5.1 RELOAD READERS (F5)
Refresh the list of connected readers and clean the card reading log.
5.2 CARD NUMBER AND TYPE

You can find the number and type of the last placed card.

When using in KM mode, the card number also includes MFP data emitted from a loadable driver (in
parenthesis).

Card number Card type

6B000AS40E EM4000 and compatible

Y SOFT The YSoft Card Reader Tool 16



5.3 SAVE READ LOGS

Download a log of all cards numbers read by the card readers using the Save Read Logs button.

Log example

USB reader v2/u3 {ush keyboard class) (SOQUB382YOB2769E)

B-865 Reader 3 MF+ {1228 - LF UIH + HF UIH}

Card type

EM4888 and compatible
EM4888 and compatible
EM4888 and compatible

Ho. Card number
1. GEAD0NSBEO
2. 6B A00A4928
3. 6B 000A940E
Y SOFT The YSoft Card Reader Tool
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6 YSOFT CARD READER TOOL ADVANCED CONFIGURATION

&) YSoft Card Reader Tool - a =

v Readers Reading configuration Device configuration Actions

“> RELOAD READERS

#~ Configuration

‘ € Select card readers for festing/sioring custom configuration

= Reading test

Label reading Serial number Reader Card type Configuration Card label
% Advanced configuration 0K SQUB302K01LDUOE Reader 3 MFX
] oK $QUB302K01LDUZE MFX Mobile Reader

EZ cardtesting

2 readers detected

Starting with version 1.2 of YSoft Card Reader Tool, it is possible to create or upload an advanced
configuration for Y Soft card readers. The advanced configuration includes:

1. Customized card reading
2. Device operational parameters

3. Creation of custom configuration cards

6.1 A STEP-BY-STEP GUIDE FOR ADVANCED CONFIGURATION

Step 1.

Select which reader you want the advanced configuration tested on in the next reading
configuration dialog. This step can be omitted if no testing is required.

Y SOFT The YSoft Card Reader Tool 18



&) YSoft Card Reader Tool

o’

Configuration

Reading test

Advanced configuration

Card testing

Step 2:

2 readers detected

Readers Reading configuration Device configuration Actions
‘> RELOAD READERS
‘4 &) Select card readers for testing/storing custom configuration
Label reading Reader Card type Configuration Card label
0K SQUB202K01LDUOE Reader 3 MFX
0K SQUB202K0TLDUZE MFX Mobile Reader

Select the card reader configuration either by:

1. Custom card reader configuration. See below for a custom configuration step-by-step.

(&) YSoft Card Reader Tool

o’

Configuration
Reading test
Advanced configuration

Card testing

Readers

Reading configuration

‘ Custom configuration

__2

<

rdrcfg_hf _hf_disabled = 1
rdrcfg.1f.1f_supported = LF_EM4008
rdrcfg.cardno.cardnoconv = CM2CNO( "Hex2Dec;LeftPadding(®,5)")

O Configuration is valid

Selected readers: SQUB302K01LDUZE, SQUB302K01LDUOE

Device configuration

Actions

Load text

Save as text

Validate syntax

2 readers detected

Enable testing and upload

Store to readers

Y SOFT

The YSoft Card Reader Tool




2. Or by protocol selection from the list of protocols.

) YSoft Card Reader Tool

v Readers Reading configuration Device configuration Actions

< Predefined protocols )
Configuration

Show only readers supporting Configuration Cards

Reading test

Reader

B-019 Reader 3 MF -
Advanced configuration

Available protocol

Card testing 1220-LF UIN + HF UIN j Edit as a custom configuration

2 readers detected

3. Or by manual protocol selection by protocol number.

) VSoft Card Reader Tool

v Readers Reading configuration Device configuration Actions

Manual input -
Configuration

Protocol number

Reading test 0

Advanced configuration

Card testing

2 readers detected

Y SOFT The YSoft Card Reader Tool



4. Or set "No reading configuration"

2 YSoft Card Reader Tool - a x

v Readers Reading configuration Device configuration Actions

Mo reading configuration )
& Configuration :

Reading test

Advanced configuration

Card testing

2 readers detected

Step 3:
Select device configuration.

May be left without any change if no changes are required. Items correspond to the options in the
configuration dialog.

{5) ¥Soft Card Reader Tool — m] s
v Readers ReasimeTo U o Device configuration Actions
o
USB mode
Configuration
USB keyboard emulation j

Reading test Keyboard parameters
0 | msec key pressed 0 | msec key released

Advanced configuration Keyboard layout

0-Numpad j
E3 cardtesting

[®w] Enable sound

Debug mode

Fulllog j

2 readers detected

Y SOFT The YSoft Card Reader Tool 21



Step 4:
Save the configuration

a) Save the configuration to a file by clicking export configuration. The file can be later used in the
Configuration > Configure dialog > Upload custom configuration.

b) Or the config can be written on a configuration card, see below for step-by-step configuration
cards.

&) YSoft Card Reader Tool

v Readers Reading configuration Device configuration Actions

[ ]
Configuration summai
#~ Configuration < 4/
Reading configuration: No valid configuration
Reading test Device configuration: Defined configuration changes
Reader for writing Configuration Cards: SQUB302K01LDUOE - Reader 3 MFX j

Es Advanced configuration

Disable further usage of Configuration Cards

£ Cardtesting Current Configuration Card label

Place Configuration Card on selected reader to show current label

New Configuration Card label

Disable config cards, Kevboard mode, @ ms press delay, 8 ms release delay, lavout @ - Mumpad, Full log debug

Remaining 148 characters

Import configuration Export configuration

2 readers detected

& Users may start with an already existing custom configuration. Then it is possible to
import it and define only the overriding changes. Redefining custom configuration is not
supported.

6.2 STEP-BY-STEP CONFIGURATION CARDS

See the "Card Reader Custom Configuration" document for details and limitations about the
configuration cards usage. Please ask your sales representative for the document.

Y SOFT The YSoft Card Reader Tool 22



& Configuration Cards are supported from firmware version 2.4.0 on these readers:

+ USB Reader 3 MF
+ USB Reader 3 MF+
+ USB Reader 3 MF&Legic
+ USB Reader 3 MF SAM
From firmware version 2.5.0 on this reader:

« USB Reader 3 MFX
From firmware version 2.6.0 on this reader:;

+ MFX Mobile Reader

Step 1: Format empty card.

Place the compatible card and click FORMAT CARDS. This step is skipped if the card is already
formatted.

(=) Card Reader Tool - O X

Readers Reading configuration Device configuration Actions

> RELOAD READERS FORMAT CARDS

Configuration (  ———_
€) Select card readers for testing/storing custom configuration |

Reading Test

Label reading Serial number Reader Card type Configuration Card lab
Advanced Configuration oK SQUB302Y002769E  Reader 3 MF+ Compatible, not formated
0K SQUB302Y007AF1E Reader 3 MF and Legic

2 readers detected

Compatible cards are:
1. Mifare DESFire EV1 8k
2. Mifare DESFire EV2 8k

Y SOFT The YSoft Card Reader Tool 23



@ The card must have a default master key (like a blank card) before formatting.

Formatting will erase all data stored on the card.

Step 2: Prepare reading configuration and device configuration (see above)
Step 3: Write the configuration onto a card

1. Select the reader you wish to write the config card on and place the formatted config card on
it.

2. Select if you want to disable the further processing of the configuration cards. Generally, it is
not safe to leave it on. However, for debug and testing purposes, it is better to leave it
enabled.

3. Edit the card label. The label is initially generated based on the configuration settings, however,
it can be changed to anything to suit customer needs. The label can be read back by an NFC-
enabled mobile phone or tablet.

4, Write the configuration card

{5} Card Reader Tool - O X

Readers Reading configuration Device configuration Actions

X Configuration summary
Configuration

Reading configuration: Defined by entered protocol

1.
Reading Test Device configuration: No chy

Reader for writing Configuration Cards: SQUB302Y002769E - Reader 3 MF+ )
Disable further usage of Configuration Cardg

2.

Advanced Configuration

Current Configuration Card label

Custom configuration checksum- G9AED838

New Conﬂguym_ga{d-'-ba—
| pwertBEal

— - i
Remaining 246 characters

4,
Import configuration Export configuration Write to Configuration Card

2 readers detected

6.3 STEP-BY-STEP CUSTOM CARD READER CONFIGURATION

Step 1.

Select the card readers you want the custom configuration tested on:

Y SOFT The YSoft Card Reader Tool 24



&) Card Reader Tool - O >

Readers Reading configuration Device configuration Actions

%> RELOAD READERS

Configuration (
€) Select card readers for testing/storing custom configuration

Reading Test
Label reading Serial number Reader Card type Configuration Card label

0K SQUB302Y002769E Reader 3 MF+

Advanced Configuration

0K SQUB302Y007AF1E Reader 3 MF and Legic

2 readers detected

Step 2
Make sure you have card readers selected.
a) Load a custom configuration text file, or
b) Edit the custom configuration in the text box, or
c) You can use the "Edit as custom configuration" button on the selection of protocols.

See the "Card Reader Custom Configuration" document for details about what can be used as a
custom configuration. Please ask your sales representative for the document.

Y SOFT The YSoft Card Reader Tool 25



&) YSoft Card Reader Tool - O X

v Readers Reading configuration Device configuration Actions

[
Custom configuration j
Configuration 2a. 3.
rdrcfg. ¥disabled = 1 .
rdrg#@®LF 1f_supported = LF_EN1800 2b, < Load text ) Enable testing and upload
Reading Test cfg_cardno_cardnoconv = CM2CNO("Hex2Dec;LeftPadding(®, Mg
Save as text Store to reader

Advanced Configuration

Validate syntax

N

O Configuration is valid

Selected readers: SQUB302Y00A7FBE

1 reader detected

g Card Reader Tool

Readers Reading configuration Device configuration Actions

Predefined protocols j
Configuration

Show only readers supporting Configuration Cards

Reading Test
Reader

B-019 Reader 3 MF j
Advanced Configuration

2cC.

Edit as a custom configuration

Available protocol

1220-LF UIN+ HF UIN j

2 readers detected

Step 3: Click Enable testing and upload

Place the card and check the result on the list below. If you are not satisfied with the result and
want to modify the custom configuration, just edit it and repeat step 3 — click the upload button.

Y SOFT The YSoft Card Reader Tool 26



6.4 USING CONFIGURATION CARD TO CONFIGURE Y SOFT USB CARD READER

6.4.1 SUPPORTED CARD READERS

- Y Soft USB Card Reader 3 MF

+ Y Soft USB Card Reader 3 MF+

+ Y Soft USB Card Reader 3 MF&Legic
- Y Soft USB Card Reader 3 MF SAM

+ Y Soft USB Card Reader 3 MFX

+ Y Soft MFX Mobile Reader

6.4.2 REQUIREMENTS

+ Firmware version 2.4.0 or higher

« HF technology must be enabled either by protocol selection or in custom card reader
configuration (enabled by default, not needed for firmware 2.5.1 or newer)

- Configuration cards processing is enabled in device configuration (enabled by default)
+ Configuration cards work only within 2 minutes from the device power-up or restart

Put configuration card on a card reader

Wait 15 seconds

Card reader programming is indicated by blue LED color.

Y SOFT The YSoft Card Reader Tool 2]



Successful programming is indicated by a green LED color and beep sound.
Remove configuration card
USB reader will reboot and use a new configuration.

Check that MFD and card reader are working properly. Some MFDs might need restart after card
reader programming.

Y SOFT The YSoft Card Reader Tool 28



1 CARD TESTING

(&) Ysoft Card Reader Tool - o x

v Eé Card testing on the MFX card reader

£ Configuration Card testing result is inconclusive. T he card reader used for testing may not support this technology. Try scanning the card also with the MFX Mobile Reader or changing its position (closer
A or farther away from the reader). I the result remains inconclusive, please save the test log and contact customer support for further consultation (&
Y Soft Partner Portal - Customer Support Services)

= Reading test .
Scanned card properties

Advanced configuration Card ID: CBD39000
Card type: A Mifare Classic 4K
% Cardtesting
Additional information Hide ~

UID type Unique
1S014443A SAK 18
IS014443A ATQ 0002
ISO14443A ATS Length 0
IS014443A ATS

Data area Hide data (256) ~
CBD3900088980200E310002000000014 Sector: 0, Block: 0, Read key: A/B, Write key: B @
1 Sector: 0, Block: 1, Read key: A/B, Write key: B

Sector: 0, Block: 2, Read key: A/B, Write key: B

787788C Sector: 0, Block: 3, Sector size (blocks): 4, Key A: AOATA2A3A4AS, Key B: FFFFFFFFFFFF, Write key A: B, Read access bytes: A/B,
Sector: 1, Block: 0, Read key: A/B, Write key: A/B, Increment key: A/B, Decrement key: A/B

o

Sector: 1, Block: 1, Read key: A/B, Write key: A/B, Increment key: A/B, Decrement key: A/B
Sector: 1, Block: 2, Read key: A/B, Write key: A/B, Increment key: A/B, Decrement key: A/B
7F0788. Sector: 1, Block: 3, Sector size (blocks): 4, Key A: D3F7D3F7D3F7, Key B: FFFFFFFFFFFF, Write key A: B, Read access bytes: A/B, v

< >

YN O o R W

Compatible card reader types:
~

YSQBx-003-019x Reader 3 MF Show protocols (23) \
YSQBx-003-073x Reader 3 MF SAM Show protocols (21) \
YSQBx-003-074x Reader 3 MFX Show protocols (37) v~

RERUN THE TEST ¢ RETURN TO READER SELECTION VIEW DETAILS SAVETESTLOG

Starting with version 1.5.0 of YSoft Card Reader Tool, it is possible to perform detail card scanning
to identify card type.

Card testing is supported on the following readers:

+ Y Soft USB Card Reader 3 MFX
+ Y Soft MFX Mobhile Reader

Card testing results will provide this information:

+ Card Unigue ID
- Card type as reported on YSoft card readers
« Additional information about the chip type (when applicable)

« Content of freely readable data areas or information that the data area is not readable
(depending on supported technology and permissions configured on the card)

- Compatible YSoft card readers and their protocols which are suitable to read identified card ID

Card testing supports multiple technologies detection. Multiple results can be also shown if the
single chip can be read in different ways.

Y SOFT The YSoft Card Reader Tool 29



& RESULTS PRODUCED BY THIS APPLICATION ARE INDICATIVE ONLY. Before placing an

order, it is necessary to test that the recommended card reader and its configuration
reads the data required by the customer. If you need help with card identification, please
use free-of-charge Y Soft Card Testing Service. (Y Soft Partner Portal - Customer
Support Services - Card Testing)

7.1 A STEP-BY-STEP GUIDE FOR CARD TESTING

Testing cards checklist:

1.

L,

Get at least two card samples of each card type or each series of cards used by the
customer. Two samples are recommended to make sure the card is not broken also it may be
helpful in determining the card number conversion.

Verify that the cards are working with customer readers in a customer environment

If possible get card numbers as recorded in the customer's access or attendance system. This
may be helpful in determining the proper card reader

If possible get the expected chip type from the customer

Testing equipment checklist:

1
2
3.
4

5.

A PC with Windows 7 and newer

. The latest version of the Card Reader Tool application (Available at Y Soft Partner Portal)

Reader 3 MFX reader

. MFX Mobile reader

Plastic spacer 20mm (3D printed) or non-metallic object (post-it notes etc.)

Having the cards tested on both card readers is necessary in order to check whether the
technology is not directly supported on the other reader.

Reader 3 MFX card reader and MFX mobile have got the identical LF part (125kHz, 132kHz,
134.2KHz). The main difference is in the NFC/HF part (13.56MHz) supported technologies. See the
following table:

PACS data from HID iClass / SEOS (v) € (sAM only)
credentials (HID SE Processor)

Legic Prime / Legic Advant (Legic data (X @ (obsoleted Legic chips not
reading) supported)

Less common HF cards (Sielox, Calypso, @ (%)

etc.)
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Step 1:
Select which reader you want to use as a testing reader. Only one reader could be used at a time.

1. Select reader

&) YSoft Card Reader Tool - m] X

v Fé Card testing on the MFX card reader

® Please note: RESULTS PRODUCED BY THIS APPLICATION ARE INDICATIVE ONLY. Before placing an order, it is
Configuration necessary to test that the recommended card reader and its configuration reads the data required by the customer. If you need
help with card identification, please use free-of-charge YSoft Card Testing Service ( (=

¥ Soft Partner Portal - Customer Support Services - Card Testing).

Reading test

Please read the attached Y Soft Card Reader Tool documentation carefully before card testing.

Advanced configuration

Select card reader for testing:

Card testing
SQUB302K01LDUOE - MFX Reader ‘ v ‘

» REFRESH LIST CONTINUE >

+ Select the required reader from the drop-down menu and click the Continue button. When
there is only one compatible reader then the reader will be already selected.

+ You may refresh the list of connected readers using the Refresh list button on reader connect.
List refresh may take a longer time.

2. No compatible reader detected

Select card reader for testing:

Please select...

Mo card readers compatible with card testing tool were fou
Please connect MFX or MFX Mabile reader first and try a

@E'

3+ REFRESH LIST
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Card testing is available only on supported readers. Please connect one of them. If there is already
a reader present try to disconnect it, reconnect it, and refresh the reader list.

3. Incompatible firmware

Select card reader for testing:

SQUB302K01LDUOE - MFX Reader v

New firmware version is required for selected card reader
Please update the firmware and try again

.+ REFRESH LIST LPDATE FIRMWARE

Firmware in the selected reader is not compatible with the used version of YSoft Card Reader
Tool. You can update it directly by clicking on the Update firmware button.

4. Incompatible tool

Select card reader for testing:

SQUB302KO0T1LDUOE - MFX Reader v

Selected reader's firmware is not compatible with current version of this application

Please download and install compatible version of Card Reader Tool and try again

¢» REFRESH LIST

Firmware in the selected reader is not compatible with the used version of YSoft Card Reader
Tool. Firmware is newer so updating YSoft Card Reader Toal is needed. The download is available
on Y Soft Partner Portal.

Another way how to solve version incompatibility is to downgrade reader firmware. This is
however not recommended as the newer firmware generally contains bug fixes and new features.
It may also not be available in some situations when the reader cannot be downgraded under its

minimal firmware version.

Step 2
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% YSoft Card Reader Tool -

o’

Sl

Card testing on the MFX Mobile card reader

Configuration
Reading test
Advanced configuration

Card testing

Initializing...
Switching selected card reader

into testing mode, please wait

After selecting reader is initialized to testing mode, please wait until initialization is complete.

Step 3:

&) YSoft Card Reader Tool -

v '=‘=g'3 Card testing on the MFX Maobile card reader
[ ]

Configuration

Reading test
—
Advanced configuration ' 7

Card testing

Card reader is ready for testing
Place the card on the reader

and press Start testing button

¢ CANCEL STARTTESTING >

Tip: For best results, keep the card in about 20 mm distance from the reader.

Use either the spacer provided in the card testing kit or any suitable non-metal object.
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Now is time to place the card on the reader. For the best results, keep the card approximately
20mm from the card reader. You may use the 3D printed spacer provided with the card testing kit
or any other non-metallic object (post-it notes, paper box, etc.).

Reasons for placing the card at a distance are the following:

1. While it is ok for just simple authentication to place a card directly at a reader, it may not
provide stable results for a complete card scan at some card technologies.

2. To verify that the card will be read without any problems at this distance.

20mm seems to be ok for the vast majority of cards however in some cases, namely, with some
contact less Smart Cards or special key fobs, it may be necessary to place the card closer as
those require mare energy.

On the other hand, some cards (such as Cotag Active or Tiris) may require to be placed more than
20mm away

Step 4:

Click on Start testing to perform testing.
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To return to reader selection and deactivating testing mode, click on the Cancel button.

Step &:

{5 YSoft Card Reader Tool - m] X

o’

Sl

Card testing on the MFX Mobile card reader

Configuration
Reading test
% Advanced configuration

> Card testing

-
o

Scanning...
Keep the card placed on the reader

and wait until scanning is complete

Keep the card on the reader without moving with it.

Scanning of a card may take a longer time depending on the card type and data area presence
and size. Scanning is performed multiple times to make sure the results are stable.

Once card types are known or could not be determined, the screen moves to the results screen.

Step 6:

Result screen description
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&) YSoft Card Reader Tool - m] X

10.

=

v & card testing on the MFX Mobile card reader
L]

Configuration More than one card technology or format was detected. Please check which technology or format is required by the

customer.

1 aj] A Cardtesting inconclusive. The card reader used for testing may
MF X Reader or changing its position (closer or farth

e the test log and contact customer support for fu

Customer Support Services)

2 = #1 #2
]

not support this technelogy. T
from the reader). If the resu

consultation ( =

Reading test

Advanced configuration

Card testing

Scanned card properties

3 Card ID: CBD39000
" Y Card type: A\ Mifare Classic 4K
4.‘ Additional information Show )
Data area Show data (256)
5 N ¢ (256) )
ompatible card reader types:
A
6 YSQBx-003-019x Reader 3 MF Show protocols (23)
. YSQBx-003-073x Reader 3 MF SAM Show protocols (21) v

YSQBx-003-074x Reader 3 MFX Show protocols (37)

‘RERUNTHETEST 8( RETURN TO READER SELECTION 9. VIEWDETAILS 1 OSAVE TESTLOG
[ | n

Testing status

Multiple technologies tabs — If multiple chips or multiple ways of reading the card have been
detected

Scanned card properties — Card UIN and Card type

Additional information — Additional information about the card such as underlying standard
information, bit lengths where applicable, hardware/software versions, etc.

Data areas — List of data, keys or applications detected, or other information that can be used
to create a card reading customization

Compatible card readers and protocols — The protocols are listed in the order of preference.
Single technology protocols are listed first, universal UIN protocols are listed next and
remaining protocols that may also combine other technologies are after that.

Rerun the test — Run the same test again or test another card.

Return to reader selection — Select another reader, for example in case the result is
inconclusive

. View Details — View complete card scan JSON file, it may contain more information than

displayed on the result screen.

Save test Log — Save the JSON file for further analysis by customer support.

7.2 CARD TESTING RESULTS

1. Unique card reader technology detected
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& Scanning completed, 1 unique card technology was detected.

The technology has been uniquely identified and it cannot be anything else. However, validation
with numbers requested by the customer is highly recommended as they might require some sort
of card number conversion.

If unsure then save the test log and contact customer support for further consultation. Please
see sending card testing consultations guide below.

2. Inconclusive results

A Card testing result is inconclusive. The card reader used for testing may not support this technology. Try scanning the card also with the MFX Reader or changing its position (closer or farther
away from the reader). If the result remains inconclusive, please save the test log and contact customer support for further consultation ( (5 Y Soft Partner Portal - Customer Support Services)

The detected technology is known to be used as an underlying technology for other technologies.
Usually, the card number may be stored on the card's memory and special settings or security
keys are required.

1. Try another reader. If you tested the card on MFX then do the testing again on MFX Mobile and
vice versa. This step is necessary is to check whether the technology is not directly supported
by the other reader.

2. If the results are still inconclusive then validation with numbers requested by the customer is
required.

If the results are still inconclusive then save the test log from both readers and contact customer
support for further consultation. Please see sending card testing consultations guide below.

3. Multiple cards or formats detected
A More than one card technology or format was detected. Please check which technology or format is required by the customer.

Multiple chips or ways of reading the chip are detected.

1. The card may be a composite card (also called a hybrid card), which is made up of a high-
frequency card and a low-frequency card composite.

2. Card transmits UIN in multiple formats.

In this case, after consultation with the customer, it is necessary to select the card with the
expected result.

4. Unknown card technology or unstable results detected

Unknown card technology or unstable results detected. Try scanning the card also with the MFX Mobile Reader or
A changing its position (closer or farther away from the reader). If you need more accurate results, please save the test log
and contact customer support for further consultation (= Y Soft Partner Portal - Customer Support Services).

Something has been detected however it cannot be safely or directly used for user identification.
The technology may use random UIN, the card cannot be properly handled by the reader or the
data read is unreliable.
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Try the other reader. If you tested the card on MFX then do the testing again on MFX Maobile and
vice versa. You may also try repositioning the card - closer or farther from the reader.

If the results are still unknown then save the test log from both readers and contact customer
support for further consultation. Please see sending card testing consultations guide below.

5. No card detected

No card detected. Try scanning the card also with the MFX Reader or changing its position (closer to or farther from the reader). If it does
not help, please use free-of-charge YSoft Card Testing Service (= Y Soft Partner Portal - Customer Support Services - Card Testing).

A

No card has been detected.

Try the other reader. If you tested the card on MFX then do the testing again on MFX Maobile and
vice versa. You may also try repositioning the card - closer or farther from the reader.

If it does not help then please use the card testing service (Y Soft Partner Portal - Customer
Support Services - Card Testing)

6. Unable to communicate with the card reader
A Unable to communicate with the card reader. Please make sure the card reader is connected properly and try again.

There has been an error in communicating with the reader. Please try reconnecting the reader and
restart testing again. It may be also necessary to restart the Card Reader Toal.

If the problem persists then please contact customer support.
7.3 SENDING CARD TESTING CONSULTATIONS

You may enter the consultation request at Partner Portal - Customer Support Services
Consultation checklist:
1. For each card include testing logs from both MFX and MFX Mabile card readers

2. For each card include hi-resolution photos from both sides so that any technology or card
number marking is visible. You may blur other personal information if needed.

3. For each card include information about the expected type and a card number expected by the
customer.

7.4 QUICK TIPS: HOW TO GET THE BEST CARD TESTING RESULTS

« For the most accurate results, we strongly recommend using both MXF and MXF Maobile
readers. Some card technologies are only partially supported by one reader and the other has
direct full support.
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= If the card test results are unexpected or unstable, change the reading distance - some cards
require a specific field strength to fully read all features. For the most common cards, we
recommend a 20mm 3d printed spacer.

= Compare result card number with customer expectations. Some cards require conversions or
custom configuration to provide the expected results.
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